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ABSTRACT

Reliability at massive scale is one of the biggest challenges we
face at Amazon.com., one of the largest e-commerce operations in
the world: even the slightest outage has significant financial
consequences and impacts customer trust. The Amazon.com
platform. which provides services for many web sites worldwide.
is implemented on top of an infrastructure of tens of thousands of
servers and network components located in many datacenters
around the world. At this scale. small and large components fail
continuously and the way persistent state is managed in the face
of these failures drives the reliability and scalability of the
software systems.

This paper presents the design and implementation of Dynamo. a
highly available key-value storage system that some of Amazon’s
core services use to provide an “always-on” experience. To
achieve this level of availability, Dynamo sacrifices consistency
under certain failure scenarios. It makes extensive use of object
versioning and application-assisted conflict resolution in a manner
that provides a novel interface for developers to use.

One of the lessons our organization has learned from operating
Amazon’s platform is that the reliability and scalability of a
system is dependent on how its application state is managed.
Amazon uses a highly decentralized. loosely coupled. service
oriented architecture comnsisting of hundreds of services. In this
environment there is a particular need for storage technologies
that are always available. For example. customers should be able
to view and add items to their shopping cart even if disks are
failing, network routes are flapping. or data centers are being
destroyed by tornados. Therefore. the service responsible for
managing shopping carts requires that it can always write to and
read from its data store, and that its data needs to be available
across multiple data centers.

Dealing with failures in an infrastructure comprised of millions of
components is our standard mode of operation; there are always a
small but significant number of server and network components
that are failing at any given time. As such Amazon’s software
systems need to be constructed in a manner that treats failure
handling as the normal case without impacting availability or
performance.

fERESHEST LA
KDEJHMR £

HWZENN9 D& (C1ERE
WEtEITdIRT—-3EY

>

STIVIROTUETIL
(CKDFRIBIEE/RNIERE

amazon

webservices



Amazon DynamoDB® 55
¢ EEVYFR—TRE®D NoSQL 7—HIXR—=XAH—EX

- AL —20F=HIRHTRON
- EREEKHELU

« A RT—FZT)L. BLAFT>2>—
- SO AM-3x LTJUS—23>
- Z>2TJILED/NDTJLAPI

Your Region

Ty -

DS54~

fivailability

ﬁvailability
Zone 15

Zone B

Availability
Zone C

7 webservices



Tables, API, Data Types

amazon
eeeeeeeeeee



Table

attributes £

o table
items

X

)

7B
F—N\Ya—FBDT7HERNNE—2
T—ASEIZFIAShS

Hash Range

Key

Key\

A7 ay
TNETILDOYL—30 iy
BEHQueryEYR—k

_<l

Ny ax—mERA
== < > >= <=
“begins with”
“between”

sorted results

counts

JEEE/RE Nt
N—UHH A

NINg
l. amazon
I7 webs

services



Table API

CreateTable
UpdateTable
DeleteTable
DescribeTable
ListTables

Query
Scan

BatchGetltem
BatchWriteltem

Getltem
Putltem
Updateltem
Deleteltem

DynamoDB

Streams API

» Liststreams

* DescribeStream
« GetShardlterator
» GetRecords
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AWS SDKs and CLI

« ZFREZETITOA T4 vILSDKACLIZFIA

@ © @ @ ® @

Java Python Ruby nodelS
Javascript Android AWS CLI

in the Browser




Data Types

« String (S)
* Number (N)
* Binary (B)

« String Set (S9)
 Number Set (NS)
* Binary Set (BS)

* Boolean (BOOL)
* Null (NULL)
« List (L)

* Map (M)

/
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DocumentT—4%! (JSON)

string
. F—884F (M, L, BOOL, number N
NULL) &L TJSONZEHR—k boolean BOOL
 Document SDKs null NULL
- BMGIOTSIIVITETIL array L
— JSONMS., JSONNDZEHE object M

— Java, JavaScript, Ruby, .NET

var image = {
imageid: 12345,
url: 'http://example.com/awesome_image. jpqg’

};

var params {

TableName: 'images',
Item: image,
};

dynamodb.putltem(params, function(err, data)){

};
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Hash Table

Hash key ITBEATIS4<)F—ELTHIA
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Id =1 Id=2 Ild=3 |
Name = Jim Name = Andy Name = Kim
Dept = Engg Dept = Ops

Hash ( Hash (2) = 48 Hash (3) = CD
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Id =2
Name = Andy
Dept = Engg

Id =1 ld=3
Name = Jim Name = Kim .
Dept = Ops Replica 1

Id =2 Id =1 Id =3
Name = Andy Name = Jim Name = Kim

Dept = Engg Dept = Ops Repllca 2
Id =2 Id =1 Id=3

Name = Andy Name = Jim Name = Kim _

Dept = Engg Dept = Ops Replica 3
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Hash-Range Table

e Hash +
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Partition 1

00:0

Partition 2

95

Partition 3

FF:

Customer# =2
Order# =10
[tem = Pen

Customer# =2
Order#t =11
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Hash (2) = 48

Customer# =1
Order#=10
ltem = Toy

Customer# =1
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Hash (1)= 7B

Customer# =3
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ltem = Book
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DynamoDBDE&SHETIL
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Local Secondary Index (LSI)
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Global Secondary Index (GSI)
« Hash KeyBMED R HY LGS
» Hash KeyzF =W TRRZITII=HDAIUTIIR
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Scaling
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— Read Capacity Units (RCU)
c 1 WHEYDHEAAAEEH x HEDOHY AKX (4 KB TAYY)
c BREESMOHIGAAAETHEEIERIL—T I 2 {5

B TATLYAX:1.2KB(1.2/ 4 =0.3 = 1 #Y_LEIT)
BrdrIA A IE H $#11000[=] /7
1000 x 1 =1000 RCU

B2)TATLYAX:45KB (4.5 /4=1.1 =2 #&Y L)
gt iA A+ I8 B £1000[E]/F)
1000 x 2 = 2000 RCU
KIEREESHDHIHARLAADGE
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— Write Capacity Units (WCU)

1 Bbh-YDEEAHEEM x BEOHAX (1 KB TOvH)
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CloudWatch Monitoring Details
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# of Partitions =
3000 RCU 1000 WCU

(for throughput)
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# of Partitions = MAX(#of Partitions | #of Partitions)
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IN—T1a= 5 EHP

Table size = 8 GB, RCUs = 5000, WCUs =500

t ANTTUR 5000 500
# of Partitions = REU 4 WeY =217 =3
3000 RCU 1000 WCU
(for throughput)

« ARL—UHAX -
# of Partitions = =0.8= 1

. 10 GB

(for size)

 REVEFIERE
# of Partitions

MAX(l for Sizel 3 for throughput) =3

(total)
RCUEWCU DIEIEE—(=%& 78— RCUs per partition = 5000/3 = 1666.67
FLavzEYETONET »f WCUs per.p.artition =500/3 = 166.67
Data/partition = 8/3 = 2.66 GB
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Example: Hot Keys
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Example: Periodic spike
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o
1. RET 2D &R, E?’E##V mn < BET—ADEE
Voter
= 15 = Table = =& tTable
/_l_ \  —
1 A 2013-10-02 A 1 23
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3 B 2013-10-02 B 1 14
4 A 2013-10-02 A 2 25
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/_._ = ¥ = Table N
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What is DynamoDB Streams?

It is a Streams of updates
Scales with your table

DynamoDB DynamoDB Streams
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DynamoDB Streams
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View types

B 115 (Name = John, Destination = Mars)
—=(Name = John, Destination = Pluto)

B

View Type Destination
Old Image — BEFTHID1HH Name = John, Destination = Mars
New Image — E#H & DIFHR Name = John, Destination = Pluto
Old and New Images Name = John, Destination = Mars
Name = John, Destination = Pluto
Keys Only Name = John
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DynamoDB Streams and

Amazon Kinesis Client Library

DynamoDB
22472k
TI)r—3>

BE

Partition 1

Partition 2

/ Shard 1

KCL

Partition 3

Shard 2

" Worker

KCL

Partition 4

Shard 3

Worker

KCL

Partition 5

\ Shard 4

T—7IL

Streams

|

b KCL
/ Worker

Worker

Amazon Kinesis Client

Library Application
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DynamoDB Streams and AWS Lambda

AWS Account

" - \‘ '0 e s‘
L} r 1 L
Yot S’
” - - " -,
DynamoDB RO - H J
- = .- - - -.- : : -i -- -.- :
Invocation AWS Lambda Execution
1 Role - Role
p— <
.- /f canwtantw -
. var TMF_DOWN- /
User App Table T /e
Lambda
Function

1 Etonsole.log('Loading event');
2 v exports.handler = function(event, context) {

3 console.log("Event: %j", event);

4~ for(i = @; i < event.Records.length; ++i) {

5 record = event.Records[i];

6 console.log(record.EventID);

7 console.log(record.EventName);

8 console.log(“PynamoDB Record: %j", record.Dynamodb);

one(null, "Hello World"); // SUCCESS with message

» 2015-03-21T@7:44:58.8837 2ca3769a-cf9e-11e4-b270-ad4d24b312ff INSERT

» 2015-03-21T@7:44:58.8837 2ca3769a-cf9e-11e4-b270-ad4d24b312ff DynamoDB Record:{ "NewImage": { "name": { "S": "sivar" }, "hk": { "S": "3" } }, "SizeBytes": 15, "StreamViewType": "NEW_AND_OLD_IMAG

» 2015-83-21T@7:44:58.883Z 2ca3769a-cf9e-11e4-b270-ad4d24b312ff Message: “"Hello World™



AWS Lambda a
AR NEMNH—ICO—REEFTIBII>E2Z—-—RMI—EXR

B A=A Z0OY A1) LOVER ° ##1& (http://aws.amazon.com/jp/lambda/)

— OS. F¥IN\OTAFAVITITDEEFE
_@ﬁ = ﬁ' ] — S3. Kinesis, SNSETODANUFEEZTTIC
e W**_* VB ‘ A—HHAAEL-O3—F (Node.js,java 8) #=E1T
SN - A—HT7TUL DR HFERBIFUHL
Amazon S3 Bucket 1 X2 ~ AWS Lambda
BEF T W IPRITF—T)LADIE — ﬁﬂj*ﬁ'ﬁk?ﬁ (http://aws.amazon.com/jplambda/pricing/)
o . — O—FE{TER (100msEi{iL)
.:I:I:I:D m) G - — Lambda77/7*/3//\0)'J7I7\I~IEI*§ﬂ
Amazon DynamoDB AWS Lambda ' - 1 H %T— L) 1 OOEU OIZF 400 OOOGB/* m\
Table and Streams > *_I_"C*[”EH_J’
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Real-time voting architecture
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Real-time voting architecture
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Real-time voting architecture

U ILBA L TR E I 1

o/ —_— —_—
-

Voters Voting app & ETable BE Your
DynamoDB Kinesis-enabled

Streams / app \

A aazon
T ZOoTT

T
S5 amazon

webservices



Real-time voting architecture
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NoSQL vs RDB

NoSQL
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. Amazon
. DynamoDB

Managed NoSQL
Elastic

Load
Balancing

A

Amazon ElastiCache
Managed in-memory caching

EC2
Clients Amazon RDS
Managed SQL

Amazon Redshift
Managed data
warehouse
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